Protection against
Malicious Codes

Protection against malicious codes is a key element of
every information security system. Therefore, it should be
always carefully thought-out and implemented, but also
effectively operated.
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Protection against
Malicious Codes

With ANECT’s “Protection against Malicious Codes"” service you will have
a reliable tool protecting your information system against malicious codes
(spyware, viruses, worms, exploits, etc.) and spam. The solution delivery
includes the technology as well as consulting services and regular monitoring
of your security situation and your communication needs.

A brief summary
of the service key
features

With ANECT s “Protection against
Malicious Codes” service you will
have a reliable tool protecting your
information system against mali-
cious codes (spyware, viruses,
worms, exploits, etc.) and spam.
The solution delivery includes im-
plementation of antivirus and anti-
spam software, but also focuses on
effective and secure use of external
information resources (such as the
Internet) and of internal resources
of your information systems.

Effective protection against mali-
cious codes must cover all the key

layers of your information systems:

Perimeter protection (whenever us-
ers are connected to the Internet)

m Antivirus protection

m Anti-spam protection

m Control over users” access to Inter
net resources

Protection of end-user and data
storage devices, such as servers, sta-
tions, laptops, etc.

Antivirus protection of end-user
devices, such as servers, stations,
laptops, etc.

Antivirus protection of your
internal mail servers

Protection of devices and applica-
tions

m No external devices such as USB
and flash disks can be connected
to the system (connection blocked)
m Control over applications that
are being used

m Some applications not allowed
(blocked)

Our “Protection against Mali-
cious Codes” service is never
just delivery and implementation
of technologies - it is a complex
package of services provided
non-stop, which include:

m Delivery and implementation

of the technology that will really
meet your needs

m Delivery of an optimized solution
designed by ANECT’s most experi-
enced specialists

m Administration and Remote Mon-
itoring of the solution delivered

m Regular assessment of data about
the activities of your information
systems, and consulting services
that will enhance their security

The key components
of the service:

Experience and know-how of
ANECT’s experts

m Our specialists propose and
implement a solution that will
meet your needs and protect
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your information systems against
malicious codes

m They participate in the solution
implementation and configure
each of its parts

m The provide professional support,
continuously assess operation

of the technologies deployed

and provide advanced consulting
services

m They train administrators and
system users

Delivery of technologies and other
parts of the solution including:

m Design and implementation of
antivirus solutions

m Design and implementation of
antispyware solutions

m Design and implementation of
anti-spam solutions

m Design and implementation of
solutions for control over access to
Internet resources

m Design and implementation

of systems for Network Access
Control

m Design and implementation of
Data Loss Prevention systems

Documentation

A set of documents containing:

m Target status proposal

— Solution architecture

— Parameters of the solution to be
implemented

m Definitions and descriptions of
processes needed for solution
administration

m Target status documentation



Assessment of the technology
activity and professional consulting
services

m Periodical system assessment
and testing

m Discussing business needs with
the client

m Monitoring of the Internet
situation

All of these activities have influence
on the solution configuration and
ultimately improve your IS security

Why is ANECT a.s.
a suitable provider?

m ANECT has been providing end
point protection against dangerous
codes for many years, and has
experience with information
systems used by thousands of
stations and hundreds of servers —
both in government organizations
and business corporations

m ANECT is a partner of a number
of world leading providers of
security technologies

m ANECT provides 24/7 remote
monitoring services over the
implemented solutions

m ANECT continuously works on
improving the solution parameters
— by regular assessment, testing,
and providing professional
consultations

In what ways can the
service be provided?

As a ready-to-use solution

m The license and hardware will be
purchased by the customer; the
solution design, implementation
and the post-implementation
services (maintenance, remote
monitoring, assessment and
consulting services) will be
provided by ANECT a.s.

As a service

m The hardware and software, the
solution design, implementation
and the post-implementation
services will be provided by
ANECT a.s.

What are the main
benefits for the
client?

m Reducing the risk of low team pro-
ductivity caused by malicious codes
and non-productive Internet time
m Reducing the risk of IS outage
caused by intrusion and spread of
dangerous codes

m Reducing the risk of your IS data
unavailability and theft

m Sharing ANECT's unique know-
how from many years of protec-

tion of government institutions
and business corporations against
dangerous codes

m Positive influence on your
information system capacity,
particularly by:

— Spam prevention on the perim-
eter, i.e. considerably less data in
your internal e-mail systems

— Access restrictions (restricted
access to websites that are not
related to your business activities)
— this will result in lower Internet
connection bandwidth and higher
productivity of your team

m You can protect your clients” and
employees” identities — all spyware
is blocked, and the system also
always blocks or warns against
sending data about clients and
employees outside your IS

ANECT a.s. provides
innovative solutions
built on an integrated
ICT infrastructure.

Our Account Managers
are ready to answer
any of your questions
concerning this
particular service by
phone +420 271 100 100
or e-mail:
anect@anect.com.
Let’s find a solution
for your information
security together!




O spolecnosti ANECT a.s.

Jsme prednim dodavatelem profesionalnich feseni z oblasti
informacnich a komunikacénich technologii. Od svého
vzniku se orientujeme na komplexni dodavky v oblasti
komunikacénich systému a vystavby pocitacovych siti pro
stfedné velké a velké zékazniky.

Nabizime zkuseny tym profesionall, ktery zhodnoti Vase
investice v ICT, a to formou identifikace a optimalizace
té ¢asti komunikacénich a informacnich technologii, ktera
vyznamné podporuje Vasi podnikatelskou ¢innost Ci vizi
strategického rozvoje.

Prostfednictvim Siroké nabidky portfolia produktd a sluzeb
jsme schopni zarucit vzdy takoveé feseni, které prinasi
uzitek Vam i Vasim zakaznikm. Nase nabidka zahrnuje
produkty a sluzby v oblasti fizeni ICT, auditl a konzultaci,
datovych center, voice-video-messaging, ICT infrastruktury,
fizeni provozu ICT a také v oblasti bezpecnosti a integrace
business procesu.

Vysokou kvalitu realizaéni faze zakaznickych projektt
zajistujeme prostfednictvim ovefenych metodik
projektového tizeni. Konkurenéni vyhodu stavime na
dodavkéach inovativnich feseni postavenych na integrované
ICT infrastrukture.

Zakaznici

Vétime, ze nas podnikatelsky Uspéch je neoddélitelné
spjat s Uspéchy nasich zakaznik. Obsluhujeme zakazniky
v celém regionu stfedni Evropy. Realizujeme sva feseni

u zékaznik( ve vefejném sektoru, sektoru finanénich

a telekomunikacnich sluzeb, u vyznamnych spole¢nosti
sitového odvétvi, vyrobniho pramyslu, médii a sluzeb.

K zékazniktim firmy ANECT a.s. mimo jiné patfi napf.
spole¢nosti:

Ministerstvo kultury CR
Ministerstvo obrany CR
Ministerstvo préace

a socialnich véci CR
Ministerstvo

zemédélstvi CR

Narodna banka Slovenska

Allianz poji§tovna, a.s.

AVG Technologies CZ, s.r.o.
Ceska televize

Ceska sprava socialniho
zabezpedeni

Ceska pojistovna a.s.
Ceska spotitelna, a.s.

CEZ, a.s. Narodni pamatkovy Ustav
DHL Information Services Raiffeisenbank a.s.
(Europe) s.r.o. T-Mobile Slovensko, a.s.

GTS NOVERA s.r.o.
PPF/Home Credit Group
KIA Motors Slovakia s.r.o.
Komeréni banka, a.s.
Kooperativa pojistovna, a.s.
Ministerstvo financi CR

Utad pro zastupovani statu
ve vécech majetkovych
Volksbank CZ, a.s.

a mnoho dal$ich

Spokojenost zdkaznika je pro nds synonymem kvality
odvedené prace. Spokojenost zakaznika systematicky
meérime, vyhodnocujeme a reagujeme na jeho podnéty.

Partneri

Abychom nasim zékaznikm mohli nabidnout kvalitni

a komplexni sluzby, vybirdme si spolehlivé obchodni
partnery. Spole¢nost ANECT a.s. ziskala nejvyssi statuty
certifikaci u nejvétsich svétovych firem.

ANECT je Cisco Gold Partner, Microsoft Gold Partner,
CheckPoint Gold Partner, Symantec Platinum Partner,

Sun Associate Partner, Citrix Silver Partner, CA Value
Added Reseller Premier, AudioCodes Channel Partner,
2Ring Advanced TAS Partner, Hewlett-Packard Preferred
Partner, VMware VIP Enterprise Partner, Trend Micro Affiniti
plus Partner a IBM Advanced Partner.

Mise spolecnosti

Diky sledovani perspektivnich technologii a nosnych trendd,
vysoké odborné kvalifikaci pracovnikll a zkusenostem
ziskanym dlouholetym pdsobenim na trhu dosahujeme
unikatniho propojeni ICT s podnikénim zékaznika. Jsme
schopni porozumét prostredi zédkaznika a integrovat
navrzena resSeni do stavajici riznorodé infrastruktury.
Zakladame si na kvalité nasi prace, a tim ziskdvame dlvéru
nasich zékaznik. Budujeme dlouhodobé vztahy a ndami
dodané feSeni provozné podporujeme a rozvijime.

Na trhu pasobi spole¢nost od roku 1993, v soucasné dobé

maé vic nez 200 zaméstnancl. Své kanceladfe ma v Praze,
Brné, Plzni a Bratislaveé.

Nase vize

~ANECT a.s. je na stredoevropském
trhu preferovanym dodavatelem
inovativnich reseni postavenych

na integrované ICT infrastrukture.
Tato resSeni prispivaji ke zvyseni

konkurenceschopnosti zakazniku,
pricemz jsou urcena predevsim
pro velké organizace, jejichz mira
uspéchu zavisi na zplsobu

a intenzité vyuzivani informacnich
a komunikacnich technologii.”
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